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DETAILED ACTION 



Claim Objections 



1 . Claim 9 is objected to because of the following informalities: the second 
limitation does not read clearly, due to lack of punctuation and awkward wording. That 
is, in lines 7-8, the limitation "indicating that said second base station can engage.... with 
said first base station" appears to be describing "said request" in line 7. Examiner has 
interpreted the limitation to describe "a response" that is received at said wireless 
terminal, in line 4. Appropriate correction is required. 



Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 



2. Claims 1,3,5,7-12,14,15 and16 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Ala- Laurila et al. ("Ala-Laurila"), U.S. Patent No. 6,587,680. 

Regarding claim 1, Ala-Laurila discloses a method for facilitating secure handoff 
in a network having at least first and second wireless base stations and at least one 



wireless mobile terminal, the method comprising the steps of: 
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receiving a request from said at least one wireless mobile terminal for a handoff 
from said first base station (i.e., old AP or old access point) to said second base station 
(i.e., new AP or new access point)(col.8, lines 49-61 ) ; and 

transferring security information (i.e., security association parameters SA) from 
said first base station to said second base station in response to said request (col. 10, 
lines 44-49). 

Regarding claim 3, Ala-Laurila discloses the invention as defined in claim 1, 
further wherein at least a portion of said security information is used to validate said at 
least one mobile wireless terminal to said second base station (col. 8, lines 3-10). 

Regarding claim 5, Ala-Laurila discloses the invention as defined in claim 4, 
wherein all of the security information received by said first base station was received 
from a wireless mobile terminal validation system (i.e., security association (SA) 
database) (col. 10, lines 44-57) 

Regarding claim 7, Ala-Laurila discloses the invention as defined in claim 1, 
wherein said transferring security information from said first base station to said second 
base station in response to said request is performed only when said first base station 
knows said second base station prior (i.e., availability determiner 36 is included in 
control elements within base station or AP) to said receiving step (see Fig. 3 and col. 
10, lines 44-49). 

Regarding claim 8, Ala-Laurila discloses the invention as defined in claim 1, 
further comprising the step of initiating an encrypted link (i.e., security association or 
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authentication key) between said second base station (i.e., new AP) and said wireless 
terminal when said first base station (old-AP) and said wireless terminal were 
communicating using an encrypted link, said second base station using said security 
information transferred from said first base station to said second base station in 
initiating said encrypted link between said second base station and said wireless 
terminal (i.e., security association or authentication key is for both ends of 
communication link) (col. 8, lines 3-41). 

Regarding claim 9, Ala-Laurila discloses a method for performing handoffs in a 
network for providing wireless communication service having at least first and second 
wireless base stations and at least one wireless mobile terminal, the method comprising 
the steps of: 

transmitting a request, from said wireless terminal for a handoff between said first 
base station (i.e., old-AP) to said second base station (i.e.,new-AP) (col. 8, lines 49-61); 

receiving a response, at said wireless terminal, when said second base station 
(i.e., new AP) knows said first base station (i.e., the APs include a control element such 
as an availability determiner 36 which indicates to mobile terminal the available Aps to 
which handover is possible), prior to receiving said request (e.g., available access list 
can be communicated in periodic intervals or upon initial activation of mobile terminal), 
indicating that said second base station can engage in facilitated handoffs with said first 
base station (i.e., is available for the handover of communications) (col. 7, lines 56-67 
and col. 8, lines 45-61); and 
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connecting (i.e., resume payload traffic using new access point) said wireless 
terminal for user traffic to said second base station (col. 10, lines 27-31 ). 

Regarding claim 10, Ala-Laurila discloses the invention in claim 9, wherein said 
facilitated handoff employs information about said wireless terminal transferred from 
said first base station to second base station (col. 10, lines 44-49). 

Regarding claim 1 1 , Ala-Laurila discloses the invention as defined in claim 10, 
wherein said information is security information (col. 10, lines 44-49). 

Regarding claim 12, Ala-Laurila discloses the invention in claim 10, wherein said 
information is security information received from a security center (i.e., accessing SA 
database), (col. 10, lines 44-49) 

Regarding claim 14, Ala-Laurila discloses the invention as defined in claim 10. 
Ala-Laurila further discloses wherein said information is security information and 
includes at least one from the set consisting of: (ii) a challenge-response pair (i.e., reads 
on carrying an authentication challenge from old AP to mobile terminal to trigger 
backward handover) (col. 8, lines 45-50) and (iii) a challenge-response cipher key tuple 
(i.e., in order to guarantee security, messages that carry keys are ciphered, e.g., 
encrypted and authenticated) (col. 8, lines 3-9, 45-50 and col. 9, lines 17-21). 

Regarding claim 15, Ala-Laurila discloses the invention as defined in claim 10, 
wherein said information is security information that is received over a network (i.e., 
reads on network infrastructure of communication system 10, see Fig. 1) for inter base 
station communication (col. 6, lines 41-65 and col. 9, lines 17-21 ). 
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Regarding claim 16, Ala-Laurila discloses the invention as defined in claim 10, 
wherein said connecting step further includes the step of: 

initiating an encrypted link (i.e., security association or authentication key) 
between said second base station (i.e., new AP) and said wireless terminal when said 
first base station (old-AP) and said wireless terminal were communicating using an 
encrypted link, said second base station using said security information transferred from 
said first base station to said second base station in initiating said encrypted link 
between said second base station and said wireless terminal (i.e., security association 
or authentication key is for both ends of communication link) (col. 8, lines 3-41). 
3. Claims 21 and 22 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Cheng etaL ("Cheng"), U.S. Patent No. 6,418,130. 

Regarding claim 21 , Cheng discloses as method for performing a handoff in a 
wireless network having at least first and second base stations and a least one wireless 
terminal, the method comprising the steps of: 

receiving a request (i.e., MU initiates handover procedure, see Fig. 5, (1)), by 
said second base station, from said wireless terminal for a handoff between said first 
base station to said second base station (col. 7, lines 43-46); 

performing an expedited (i.e., MU does not have to renegotiate security 
attributes (SA), thus less time spent in handover) handoff when second base station 
knows (i.e., SA are stored in database) are said first base station prior to receiving said 
request (col. 2, lines 12-17 and col. 7, lines 18-25); and 
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performing a nonexpedited (i.e., handover that requires renegotiating security 
information, timely compared to expedited handoff) handoff when said second base 
station does not know said first base station prior to receiving said request (col. 5, lines 
46-55). 

Regarding claim 22, Cheng discloses the invention as defined in claim 21 , 
wherein said step of performing an expedited (i.e., ML) does not have to renegotiate 
security attributes (SA), thus less time spent in handover) handoff includes the step of 
transferring (i.e., via SA request message) security information from said first base 
station (i.e., Su k+i) to said second base station (Sur) (col. 5, lines 34-42) 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ala- 
Laurila, in view of Norefors et al. ("Norefors"), U.S. Patent No. 6,370,380. 

Regarding claim 2, Ala-Laurila discloses the invention as defined in claim 1, 
wherein said security information includes a key (col. 8, lines 3-9). Ala-Laurila fails to 
explicitly disclose wherein said security information includes a set including at least a 
random number, an authenticator derivable by said wireless mobile terminal but not said 
first or second base stations. 
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In a similar field of endeavor, Norefors discloses wherein said security 
information includes a set including at least a random number, an authenticator (i.e., 
security token) derivable by said wireless mobile terminal but not said first or second 
base stations and a key (i.e., encryption key) (col. 2, lines 63-67 and col. 3, lines 46-65 
and col. 4, lines 46-50). 

At the time of the invention it would have been obvious to one of ordinary skill in 
the art to modify Ala-Laurila to include a password security token, such as a random 
number sequence, for the purpose of providing authenticated and secure 
communication between a mobile terminal and a first and second base station. 
6. Claims 4, 6 and 13 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Ala-Laurila, in view of Cheng. 

Regarding claim 4, Ala-Laurila discloses the invention as defined in claim 1 . Ala- 
Laurila fails to explicitly disclose wherein said security information transferred from said 
first base station to said second base station in response to said request is less than all 
of the security information. 

In a similar field of endeavor, Cheng discloses wherein said security information 
transferred from said first base station to said second base station in response to said 
request is less than all of the security information (i.e., various SUs or base stations in 
the same domain do not share the same session keys (e.g., encryption and 
authentication keys), thus negotiation phase 1 and 2 are required) (col. 4,line 62 to col. 
5, line 6). 
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At the time of the invention it would have been obvious to one of ordinary skill in 
the art to modify Ala-Laurila to include partial SA reuse for the purpose of providing an 
un-compromised secure communication system between mobile units and any of the 
SUs or base stations (see Cheng, col. 5, lines 1-6). 

Regarding claim 6, Ala-Laurila and Cheng disclose the invention as defined in 
claim 4. Cheng further discloses, wherein all of the security information received by 
said first base station was received from a third base station (col. 2,lines 53-61). 

Regarding claim 13, Ala-Laurila discloses the invention as defined in claim 10. 

Ala-Laurila fails to explicitly disclose, wherein said information is security 
information received from a base station other than said first or second base stations. 

In a similar field of endeavor, Cheng discloses wherein said information is 
security information received from a base station other than said first or second base 
stations (e.g., a third base station) (col. 2,lines 53-61). 

At the time of the invention it would have been obvious to one of ordinary skill in 
the art to modify Ala-Laurila to include a third base station in the handover process 
between a mobile terminal and first and second base station for the purpose of further 
reusing an existing security association (SA) to support ensured security communication 
(See Cheng, col. 2, lines 53-61). 

7. Claims 17-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Cheng, in view of Raith, U.S. Patent No. 5,241 ,598. 
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Regarding claim 17, Cheng discloses a method for performing handoffs in a 
network having at least first and second wireless base stations and at least one wireless 
terminal, the method comprising the steps of: 

transmitting a request (i.e., MU initiates handover procedure, see Fig. 5, (1)) from 
said wireless terminal for a handoff between said first base station to said second base 
station (col. 7, lines 43-46). 

Cheng does not explicitly disclose when said second base station does not know 
said first base station prior to receiving said request, receiving at said wireless terminal 
an indication that it must connect to said second base station without benefit of 
information supplied from said first base station. 

In a similar field of endeavor, Raith provides evidence carrying on unencrypted 
communications between the mobile station and the network (including first base 
station) with an unsychronized encryption key (i.e., S-key) (col. 30, lines 6-12). Raith 
also teaches that network (including first base station) may inform the mobile station in 
a handoff message to disable encryption for a particular call (i.e., thus the mobile 
terminal is informed that it will handoff without the benefit of information supplied from 
said first base station)(col. 30, lines 21-24). 

At the time of the invention it would have been obvious to one of ordinary skill in 
the art to modify Cheng to include unencrypted communications (i.e., when the second 
(or visited) base station (or network) does not know the first (or home) base station (or 
network) during a handoff for the purpose of allowing limited or partial authentication 
until encryption key is restored (see Raith, col. 30, lines 6-24). 
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Regarding claim 18, Cheng discloses the invention as defined in claim 17, 
wherein said information is security information (col. 5, lines 34-42). 

Regarding claim 19, Cheng discloses the invention as defined in claim 17, 
wherein said information is security information received from a security center (i.e., 
DBS 21 5) (col. 6, lines 7-18). 

Regarding claim 20, Cheng discloses the invention as defined in claim 17, 
wherein said information is security information received from a base station other than 
the first or second base stations (col. 2, lines 53-61). 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Lodwig et al., U.S. Patent No. 5,590,172, discloses a method and system for 
transferring call. 

Haartsen, U.S. Patent No. 5,598,459, discloses an authentication and handover 
method. 

9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Joy K Contee whose telephone number is 703-308- 
0149. The examiner can normally be reached on 5:30 a.m. to 2:00 p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Marsha Banks-Harold can be reached on 703-305-4379. The fax phone 
numbers for the organization where this application or proceeding is assigned are 703- 
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872-9306 for regular communications and 703-872-9306 for After Final 
communications. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703-306- 



0377. 





October 20, 2003 



MARSHA 0. BANKS-HAROLD 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2600 



